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Overview of MARSEC Incidents in the IFC AOI

Maritime Incidents 83 70 78

Illegal, Unreported and Unregul… 46 96 31

Contraband Smuggling 78 62 30

Irregular Human Migration 12 19 5

Cyber Security 0 2 22

Theft, Robbery and Piracy at Sea 6 8 7

Environmental Security 0 5 8

Maritime Terrorism 0 0 0

Others 0 0 0

Incidents Compared with Previous Two Years
Catergory Oct 2022 Oct 2023 Oct 2024

225 262 181Grand total
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Incidents

181
-81 from previous year

People Involved

1,096
-694 from previous year

Vessels Involved

191
-128 from previous year

Total Monthly Incidents
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Number of Vessels

Theft, Robbery and Piracy at Sea 6 1

Maritime Incidents 3 2

Environmental Security 3 -

Contraband Smuggling 2 0

Grand total 14 6

Overview of MARSEC Incidents in the Singapore Strait

Number of Incidents, and Change from Last Year
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Executive Summary

Theft, Robbery and Piracy at Sea: 7 TRAPS incidents were recorded throughout the AOI. This number lower than what was recorded 

in September 2023 (8 incidents) and higher than that of October 2022 (6 incidents). Among these incidents, 6 occurred in the 

Singapore Strait (SS) and 1 in Indonesia.

Maritime Incidents: 78 MI were recorded this month. A total of 2 Typhoons have impacted the Pacific area of the IFC's AOI, which 

resulted in the contribution of incidents occurring in the region.

Illegal, Unreported, and Unregulated Fishing: The total number of IUUF incidents recorded this month is 31, this is almost half the 

number of previous month and September 2023. This reduction could be attributed to the beginning of the monsoon season, which 

might cause a decrease in fishing activities.

Contraband Smuggling: 30 CS incidents were recorded this month. The number of smuggling incidents reported by the IFC in 

September 2024 decreased compared to the previous month, cigarette smuggling was reported to be the most common type of 

sized contraband this month.

Irregular Human Migration: A total of 5 IHM incidents were recorded this month. Majority of IHM incidents were vessels transporting 

Indonesian migrant workers between Indonesia and Malaysia, in either direction, and is consistent with routine activity.

Environmental Security: A total of 8 ENVSEC incidents were reported this month. The new method of detecting incidents via the 

usage of satellite imagery, contributed to the increased in active reporting.

Cyber Security: 22 CYBSEC incidents were recorded for this month, all of which were incidents of AIS Spoofing. These vessels were 

identified as presenting false locations, flag state and/or identification details with AIS while operating in vicinity of the Malaysian 

Peninsular.

https://www.ifc.org.sg/


Summary
•There were no reports of Maritime Terrorism incidents taking place this month.

OBSERVATIONS
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Incident Types

Statistics

• 7 TRAPS incidents (all boardings) were reported in Oct 2024. This number lower than 

previous years Oct 2023 (8 incidents) and higher than Oct 2022 (6 incidents).

• 6 out of 7 incidents occurred while the vessels were underway, involving 4 Bulk Carriers 

and 3 Tankers.

•Fortunately, there were no injuries reported in any of the incidents.

Singapore Strait (SS)

• 6 Sea Thefts occurred while ships were underway: 5 incidents in the Philip Channel (2, 

18 and 23 Oct) and 1 in the Eastbound Lane of the Tra  c Separation Scheme (26 Oct).

•3 incidents occurred in one night (18 Oct) between 0055H (UTC +8) and 0233H (UTC

+8); nothing stolen and no injury reported. [Note: Ref IFC Spot Commentary 2/24 on 19 

Oct 2024, Based on proximity of the first two (2) incidents, time interval and number of 

perpetrators (5 to 7 pax), it was likely that the same group of perpetrators were involved in 

both incidents. The last incident (~12nm from second incident) was likely conducted by 

a different group of perpetrators].

• Of the 6 incidents, 5 involved perpetrators reportedly armed with knives (2, 18 –  0208H 

and 0255H (UTC+8), 23 and 26 Oct); Notably, 1 incident involved confrontation with the 

perpetrators (18 Oct –  0208H (UTC+8)) and only 1 incident (2 Oct) reported ship tools 

stolen.

• The ships were able to continue their voyages to the next port without requiring any 

assistance. No injuries were reported to ship's crew in any of the incidents.

Indonesia

• An incident of Sea Theft occurred at Belawan Anchorage, Indonesia involving a Tanker 

on 17 Oct 24 while ship at anchored. The crew reportedly observed 1 small boat near the 

anchor chain and one of the perpetrator threatened ship crew (Confrontation) with a 

machete. Some of the ship’s spare parts and tools were reported stolen, but no injuries 

were reported.

•The ship did not require assistance and continued her voyage to her next destination.

Comments

•3 incidents occurred in one night is the second incidents occurred in the same night for

2024 (First incidents in 14 Sep 2024). IFC assesses that the same group of perpetrators 

are predicted to carry out the next boarding attempt if they are unsuccessful on their 

initial attempt.

• Perpetrators continue to target slow-speed and low-freeboard vessels such as bulk 

carriers and tugs. All incidents occurred during the period of darkness, between 

2355H (UTC +8) to 0233H (UTC +8).

•All companies, sea users, and ship masters are advised to remain vigilant when 

transiting known hotspots, such as the Phillip Channel, waters off Batam and Bintan

Islands, and Batam Anchorages.
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Maritime Incidents (MI)
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Statistics:

• A total of 78 maritime incidents were reported this month, 
which is higher than incidents recorded in the same period in 
both 2023 (70) and lower than the figures in 2022 (83).

• The largest number of reported incidents was sunk- 
capsized (17), followed by fire-explosion (14) and collision- 
grounding (13).

• In terms of location, the highest number of reported 
incidents occurred in the waters off Indonesia (16), Vietnam
(11) and Malaysia (10).

• A total of 23 individuals were reported dead or missing for 
the month which is lower compared to the previous month
(197) and the same period in 2023 (63).

Comments:

• This month, Typhoon "Kristine" and "Kong-Rey" impacted 
the South China Sea area of IFC's AOI.

• As a result of these weather events, along with the normal 
level of MI incidents from IFC's AOI, incident numbers in 
October 2024 (78) has seen a notable drop compared to 
previous month (121), but a slight increase compared to the 
same period in 2023 (70).
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Number and Flag of Vessels, 

Poaching

Statistics:

• Total: 31 IUUF incidents (36 FVs) were recorded in IFC’s AOI 
in October 2024. This figure is notably lower compared to 
October 2023 (96) by 65 and September 2024 (36) by 5 
incidents.

• Local: 14 local incidents (15 FVs involved) were recorded in 
October 2024. This figure is lower than the number of 
October 2023 (29) by 16, and also September 2024 (15) by
2.

• Majority of FVs involved in local incidents are in Phillippines 
with 7 FVs (46.7%), followed by Malaysia with 3 FVs (20%) 
and Sri Lanka with 2 FVs (13.3%) .

• Poaching: 17 poaching incidents (21 FVs involved) were 
recorded in October 2024. This figure is lower than in 
October 2023 (67) by 50 and increase September 2024 (16)
by 1.

• The largest proportion of poaching involved 9 FVs of China 
(42.9%), followed by 7 unknown nationality of FVs (33.3%)
and 4 FVs of India (19%).

• International: No international incident was recorded in 
October 2024.

Comments:

• The number of incidents in September is relatively low 
compared with October 2023 and August 2024. The trend 
might happen not only due to efforts of countries' agencies 
to prevent IUUF including MMEA, BAKAMLA, and Thai-MECC, 
but also the beginning of Monsoon season in South East 
Asia, which might cause fishing activities in the region.

OBSERVATIONS
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Types of Smuggled Goods Kilograms of Drugs Seized

Statistics:

In October 2024, IFC recorded 30 contraband smuggling 
incidents.

Drugs (x7, 1,056.58 kg):

Indonesia (x4, 6.58 kg): Meth (5.98 kg), Other Drugs (0.6 kg); 
Malaysia (x2): Meth (20 kg); Ketum Leaves (1,000 kg).
Australia (x1): Cocaine (30 kg).
Domestic Products (x6, 2.8 tonnes):

Hong Kong (x2), Thailand (x2), Indonesia (x1), South China 
Sea (x1).
Tobacco (x9, 98.605 tonnes):

Hong Kong (x6, 98,000 kg), Philippines (x2, 600 kg), Vietnam 
(x1, 5.0 kg).
Wildlife (x4): Indonesia.
Fuel (x4): Philippines.

Comments:

• In  October  2024,  the total number  of  contraband 
smuggling incidents reported by IFC saw a significant 
decrease compared to the previous month as well as the 
same period last year. The incidents were mainly recorded in 
Indonesia, Hong Kong, and the Philippines.

•Cigarette smuggling using small boats was reported to be 
the most common type of seized contraband during the 
month.
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Statistics:

• 5 incidents were recorded this this month - all of which 
were categorised as IHM.

Observations:

• 4 of the 5 incidents were related to the movement of 
Rohingya migrants from the Bay of Bengal. Three migrant 
boats, approximately 300 people, arrived in Aceh during the 
month, and one was prevented from leaving Cox's Bazaar, 
Bangladesh.

This increase in Rohingya activity is consistent with historical 
trends, with ventures increasing in Oct-Feb due to weather 
conditions most conducive to small boat voyages.

• IHM activity continues to be consistently low compared to 
previous years.
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2000 kmMap Data Terms

Liquid (MARPOL) Sand Mining (MIE)

Statistics:

8 Environment Security incidents were reported in October 
2024. This figure is higher than the figures recorded in 
October 2023 by 3.
Maritime Pollution: 6 MARPOL ( Liquid Pollution) incidents. 
Maritime Illegal Exploitation: 1 Maritime Illegal Exploitation 
(MIE), Sand Mining incident.
Contagion: NSTR 
Others: 1 incident.

Comments:

• There has been a notable increase in reported incidents 
over the past months. This could be attributed to the 
adoption of the usage of satellite images,  which  
helped regional authorities capture the pictures of ENVSEC 
in the region.

OBSERVATIONS

Environmental Security (ENVSEC)

Types of Violation

Environmental Security

-

Unknown Vessel 

Dredger

#N/A

Ashore

1

1

1

1

4

Number of Incidents

null

Mineral 

(MIE)

Others 

(MARP…

Gas 

(MARP…

Solid 

(MARP…

Others

Sand 

Mining…

Liquid…
0

5

10

15

Sources of Incidents

2022 2023 2024

Comparison of Monthly / Number of Incidents

Oct 2022 Oct 2023 Oct 2024

0 5 8

0

5

10

15

https://maps.google.com/maps?ll=10.00173%2C122.824406&z=2&t=m&hl=en&gl=SG&mapclient=apiv3
https://www.google.com/intl/en_SG/help/terms_maps.html
https://www.ifc.org.sg/


NOTE: IFC is trialing the addition of AIS Spoofing incidents 
to the database. Any /all feedback on this addition is 
welcome

Statistics:

• IFC identified 22 incidents of AIS Spoofing. These vessels 
were identified as presenting false locations, flag state 
and/or identification details with AIS.

Comments:

• There were no reported incidents of malicious cyber attack 
or submarine cable faults within the IFC AOR during 
September.

• As always, IFC encourages partners to report any incident 
of cyber attack, attempted attack, AIS or GPS spoofing, or 
submarine cable fault/damage via the IFC VCR process.

OBSERVATIONS

Cyber Security (CYBSEC)

Cyber Security

-

Number of Incidents

2022 2023 2024

Comparison of Monthly / Number of Incidents

Oct 2022 Oct 2023 Oct 2024

0 2 22

0

5

10

15

20

25

Map data ©2024  1000 km Terms

Tanker22

Vessels/Oraganisations Involved

Spoofing Others

Other

Malware 

Attempted Phishing

Submarine Cable 

null

0

10

20

30

Types of Incident

https://www.ifc.org.sg/
https://maps.google.com/maps?ll=5.615986%2C129.041592&z=2&t=m&hl=en&gl=SG&mapclient=apiv3
https://www.google.com/intl/en_SG/help/terms_maps.html


Keyboard shortcuts Map data ©2024  2000 km Terms

Summary
•There were no reports of Other Incidents taking place this month.
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Late Reported Incidents

Contraband Smuggling 6 1 - 7

Illegal, Unreported and Unregulated Fishing 5 1 - 6

Maritime Incidents 5 1 - 6

Cyber Security - - 1 1

The Information Fusion Centre Monthly Report covers all incidents reported up to, and including, the first working day of the following month.

The table below shows the number of incidents that missed the cutoff date for the previous month's report, or were historic incidents that the IFC had not previously reported.
Please note these incidents are included in the incident count graphs shown in this report.

Category Sep 2024 Aug 2024 Oct 2023 Grand total

People Involved

61
Vessels Involved

23
Reported US$ Value of Seized Goods

$11.97M
Reported Kg Weight of Seized Contraband

60.7K

16 3 1Grand total 20

Keyboard shortcuts Map data ©2024 1000 km Terms
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1. All mariners to report any maritime security incidents timely to the nearest coastal state and inform the IFC at the earliest 

possible time.

2. All mariners are strongly recommended to be vigilant, in particularly when operating in IFC identified hotspots (Westbound lane of 

Traffic Separation Scheme in Singapore Strait, Eastbound lane of Traffic Separation Scheme in Singapore Strait, Belawan and Dumai 

Anchorages in Indonesia, Manila Anchorage in the Philippines, and Chittagong Outer Anchorage in Bangladesh).

3. All mariners are advised to adopt Ship Protection Measures recommended in the Regional Guide to Counter Piracy and Armed 

Robbery Against Ships in Asia (e.g., illuminating the accommodation block and poop deck, deploying sentries and increase 

frequency of security rounds).

4. All mariners to take note on the description of the perpetrators and to take photos of the perpetrators if possible. Where available, 

CCTV footage capturing the incident should be provided to the coastal state authorities for follow-on investigation.

5. All mariners are advised to participate in IFC Voluntary Community Reporting (VCR) as depicted in MARSEC Chart Q6112 and 

Q6113. In case of any doubt, incident at sea, suspicious approach or unusual observed activity at sea, please contact the IFC Duty 

Officer:

Email: information_fusion_centre@defence.gov.sg
Tel: +65 9626 8965 (Hotline)

+65 6594 5728 (Office)

+65 6594 5734Fax:

The IFC seeks your observations in the course of your normal business. The IFC would like to remind mariners to be mindful of 

national and international laws, company and other policy requirements and also health and safety obligations, whilst recording 

these observations. The reporting of such events to IFC does not absolve you of your obligations towards coastal/ port/ flag 

authorities.

IFC Recommendations
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https://www.admiralty.co.uk/maritime-safety-information/security-related-information-to-mariners?fbclid=IwAR3erHTZWpNj5Yn2fdO9cZWk2DRPXw9Edqg8Tsfhe4T2v9Kh6BSp1QyH76A&Q6112
https://www.admiralty.co.uk/maritime-safety-information/security-related-information-to-mariners?fbclid=IwAR3erHTZWpNj5Yn2fdO9cZWk2DRPXw9Edqg8Tsfhe4T2v9Kh6BSp1QyH76A&Q6112
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Maritime Incidents 8 4

Theft, Robbery and Piracy at Sea 7 0

Contraband Smuggling 5 -5

Environmental Security 3 -

Illegal, Unreported and Unregulated Fishing 2 -15

Cyber Security 2 -

Irregular Human Migration 2 -2

Grand total 29 -13

Overview of MARSEC Incidents in Straits of Malacca and 

Singapore
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Maritime Incidents 53 15

Cyber Security 20 19

Contraband Smuggling 19 -21

Illegal, Unreported and Unregulated Fishing 14 -12

Theft, Robbery and Piracy at Sea 7 -1

Environmental Security 7 4

Irregular Human Migration 4 -5

Grand total 124 -1

Overview of MARSEC Incidents in South-Eastern Asia

Number of Incidents
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Maritime Incidents 11 2

Illegal, Unreported and Unregulated Fishing 3 -12

Irregular Human Migration 1 0

Cyber Security 1 -

Grand total 16 -16

Overview of MARSEC Incidents in Southern Asia

200 kmKeyboard shortcuts Map data ©2024 Google, Mapa GISrael Terms

Number of Incidents, and Change from Last Year

Illegal, Unreported an… 

Environmental Secu…

Contraband Smugg
N
li…

umbe
M
r 

a
o
ri
f
tim
In
e I

c
nc
i
i
d
de
e
n
n
ts
ts 

Theft, Robbery and… Irregular Human Mi… 

Cyber Security

Nov 2023 Jan 2024

Dec 2023 Feb 2024

Mar 2024

Apr 2024

May 2024

Jun 2024

Jul 2024 Sep 2024

Aug 2024 Oct 2024

0

20

40

60

80

Reported US$ Value of Seized Goods

No data
No data from previous year

People Involved

237
33 from previous year

Vessels Involved

20
-25 from previous year

https://www.ifc.org.sg/
https://maps.google.com/maps?ll=13.381016%2C80.108775&z=5&t=m&hl=en&gl=SG&mapclient=apiv3
https://www.google.com/intl/en_SG/help/terms_maps.html


Maritime Incidents 11 -9

Contraband Smuggling 9 -5

Illegal, Unreported and Unregulated Fishing 8 -1

Cyber Security 1 0

Grand total 29 -25

Overview of MARSEC Incidents in Eastern Asia
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Illegal, Unreported and Unregulated Fishing 6 -40

Environmental Security 1 0

Contraband Smuggling 1 0

Maritime Incidents 1 -2

Grand total 9 -42

Overview of MARSEC Incidents in Oceania
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Maritime Incidents 877 -4

Contraband Smuggling 733 18

Illegal, Unreported and Unregulated Fishing 618 46

Irregular Human Migration 96 -83

Theft, Robbery and Piracy at Sea 84 -21

Environmental Security 51 6

Cyber Security 49 31

Maritime Terrorism 0 0

Others 0 -3

Grand total 2,508 -10
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Overview of MARSEC Incidents this Year to Date
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INFORMATION FUSION CENTRE
Address: 
Email: 
Web: 
Fax: 
Hotline: 
Office:

103 Tanah Merah Coast Road #02-01, Changi Nava Base 
information_fusion_centre@defence.gov.sg 
www.ifc.org.sg

+65 6594 5734
+65 9626 8965
+65 6594 5728 / 5705

Telegram: http://bit.ly/Information_Fusion_Centre

WhatsApp: https://bit.ly/WhatsApp_IFC

Twitter: https://twitter.com/Info_Fusion_Ctr

https://www.ifc.org.sg/
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SAFE AND SECURE 

SEAS FOR ALL

Address: 
Email: 
Web:

103 Tanah Merah Coast Road #02-01, Singapore 498750 
information_fusion_centre@defence.gov.sg
www.ifc.org.sg

Fax: +65 6594 5734 Telegram: http://bit.ly/Information_Fusion_Centre

Hotline: +65 9626 8965 WhatsApp: https://bit.ly/WhatsApp_IFC
Office: +65 6594 5728 / 5705 Twitter: https://twitter.com/Info_Fusion_Ctr
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