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Bananas & drug trafficking
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Banana trade routes
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Hackers facilitated international drug 
smuggling via major port in Europe 2012

Source: Europol
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Bananas & ransomware
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Most organizations discover that they have 
experienced a ransomware attack when they find 
a ransom note like this one
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The Wannacry (2017) ransomware affected more 
200,000 computer across 150 countries. The scale was 
tremendous but amount of ransom collected was 
relatively small
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Cyber criminals seek to maximise the 
likelihood of a success attack and the size 
of their returns

Likelihood
of a successful cyber attack

Size of returnsx
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The returns of an attack depends on the 
attractiveness of the victim

Likelihood
of a successful cyber attack

Size of returnsx

Attractiveness of 

target/victim (e.g. willingness 

to pay & ability to pay)
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From 2018, many gangs have started to moved away 
from attacking indiscriminately and selectively 
choosing their targets.

Source: Coveware Ransomware Marketplace
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The strategy of studying various industries and 
choosing their victims selectively has been 
associated to the increase in ransom paid
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Source: Coveware Ransomware Marketplace



13© 2021 KPMG Services Pte. Ltd. (Registration No: 200003956G), a Singapore incorporated company and a member firm of the KPMG global organization of independent 

member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.

0

100

200

300

400

500

600

700

800

900

1,000

Q3 2018 Q4 2018 Q1 2019 Q2 2019 Q3 2019 Q4 2019 Q1 2020 Q2 2020 Q3 2020 Q4 2020 Q1 2021

N
U

M
B

E
R

 O
F

 E
M

P
L

O
Y

E
E

S

TIME PERIOD

Average vs Median size of companies targeted by ransomware
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Although ransomware groups are choosing their 
targets, victims remain largely small/medium 
businesses. Why?

Source: Coveware Ransomware Marketplace
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Selectively choosing their victims 
increases their chance of success.

Likelihood
of a successful cyber attack

Target/victim’s 

ability to prevent
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Ransomware is not just used for extortion. It can 
also be used in warfare (with a slight change)
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Bananas and Maersk

Source: Maersk
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In 2017, Maersk and many companies around the 
world found themselves part of the collateral 
damage of a cyber conflict 
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Impact to Maersk (10 days of pain & 
estimated 300 millions dollars of loss)
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Heroic response and incredible feat from 
Maersk 
While dealing with the issue for 10 days

Maersk maintained transparency and worked closely with partners 

and customers

45,000 PCs

Maersk rebuilt in 10 days

4000 servers

2,500 applications
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Reliance on digitalisation & automation
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Plantains & pirates
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If hackers collaborated with pirates, how 
might it look like?

Pirates Hackers
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Compromise shipping companies and ships. 
Get in and stay hidden.

1
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USB portable storage

/

Internet

1
Plugged USB into ship’s equipment (e.g. 

updates to ECDIS, maps)

2 Malware activated
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A utilities plant vs a commercial ship

vs Crew changeDry docks

Passenger ships

Critical infrastructure facility

Maintenance

Not a lot of changes More changes to the people & environment
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security-noreply@linkedlnn.com

Credentials harvested by attacker

Credential 

harvesting web 

site

Phishing: Crew or passengers could be click on a 
malicious link or open an attachment in an email
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Misconfigured VSAT 

/

Internet
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Attacking the software supply chain

Software e.g. Scada 

applications, patches
Software Supplier

Company 1

Company 2

Company 3

Company 4

Company 5

Company 6

Company 7

Company 8

Company 9

…

Company 1000

Company 1001

Company 1002

Company 1003

Company 1004
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Stay hidden & study the internal processes.2
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Gather intelligence from AIS and shipping companies 
onshore system. Identify location and cargo on ship.  
Evaluate and selectively target ships/cargo. 

Source: cimsec.org

3



32© 2021 KPMG Services Pte. Ltd. (Registration No: 200003956G), a Singapore incorporated company and a member firm of the KPMG global organization of independent 

member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.

Cargo manifest and bills of lading tells someone 
what cargo is onboard

Source marineinsight.com
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Take “control” of the targeted ship

/

Internet

4
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Electronic Chart Display & Information 
System (ECDIS)

Source: Furuno

Electronic 

navigation charts 

(ENC)

Automatic 

Identification 

System (AIS)

External GPS 

Antenna 

Gyro Compass

Voyage Data 

Recorder (VDR)

Autopilot 

Navigation 

decisions
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Tamper with data that might influence navigation 
decisions. Steer the ship away from law 
enforcement and to somewhere I can board 
easily

Source: Furuno
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5
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Find the cargo in the least time (stow 
position) and extract the cargo

6
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Summary
• Increased reliance on digitalization and automation

• Cyber capabilities can greatly enhance the “performance” of 

criminals

• Cyber attack can affect not just IT systems but also physical 

things/processes

• Need to strengthen maritime sector’s resilience against cyber 

attacks


