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pdnana rade routes

International Banana Trade

Some 20 million tons of bananas were exported globally in 2019

@ Largest exporters (O Largest importers

Total imports
us.
51M tons

84.6% 12.5%

Total exports 355%

Guatemala L
27M tons

Costa Rica

2.4M

Colombia
2.3M

2.2%

}

9.8%

0
17.5% 1429

Ecuador
6.9M

Source: International Trade Gentre

Percent shipped to largest two partners

UK.

: Netherlands
1.3M
) Belgium
1.2M
Germany
1.3M

21%

Russia
1.5M

’e

China
1.9M

Japan
M

321%

Philippines
4.4M
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Cocaine worth £7.5m found in
‘banana shipment

© 14 January

Cocaine with a street value of £7.5m has been discovered hidden in a
shipment of bananas fron

Border Force officers found 103kg (2271b) of the Class A drug on 6 January I
while searching a vessel that had arrived at the Port of Southampton.

The government agency said its officers could be "proud of their work in
preventing this drug consignment from reaching our communities".

The Home Office has been asked whether any arrests have been made.

| The drugs were hidden among a shipment of bananas from



Hackers faclitated internatio
Smuggiing via major port In Furope 2

By breaking into the offices of a harbour
company, the criminals could install key
logger devices to take control of the
computers.

Computers of container terminals were hacked
so the containers containing drugs could be
monitored.

By means of false papers and a hacked pin
code, the drivers of the organization were
able to pick up the container on a location

and time of their choice.
Source: Europol
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MOST organizations discover that they nave
eXDENeNced a ransomware attack when they find
41ans0m note ke this one

) ieppf67595-readme.txt - Notepad2
File Edit View Settings 2
DE oW s as|E e ax ke

1 ---=== Welcome. Again. ===---

2
3

[+] whats Happen? [+]

4

5 Your files are encrypted, and currently unavailable. You can check it: all files on you computer has expansion ieppf67595.

& By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant return your data
(NEVER).

8 [+] what guarantees? [+]

9

10 Its just a business. we absolutely do not care about you and your deals, except getting benefits. If we do not do our work and
1liabilities - nobody will not cooperate with us. Its not in our interests.

11 To check the ability of returning files, You should go to our website. There you can decrypt one file for free. That is our guarantee.

12 If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause just we have the
private key. In practise - time is much more valuable than money.

13

14 [+] How to get access on website? [+]

15

16 You have two ways:

17

181) [Recommended] Using a TOR browser!

13 a) Download and install TOR browser from this site: https://torproject.org/

20 b) oOpen our website: http://aplebzu47wgazapdgks6vrcvezcnjppkbxbréwketf56nf6ag2nmyoyd. onion/

21

22 2) If TOR blocked in your country, try to use VPN! But you can use our secondary website. For this:

23 a) open your any browser (Chrome, Firefox, Opera, IE, Edge)

24 b) open our secondary website: http://decryptor.top;

25

26 Wwarning: secondary website can be blocked, thats why first variant much better and more available.

28 when you open our website, put the following data in the input form:

29 Key:

20
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1he Wannacry [201/) ransomware affected more
200,000 computer across 1ol countries. The Scale was
(remendous but amount of ransom coliected was
e\atvev SmaH
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[7om attacking Indiscriminately and Selectively
cnoosing therr targets.

Percentage of industries targeted by ransomware in Q1 2021

Professional Services | R 22 .9%
Healthcare [ R 11 .6%
Public Sector || KGN 11.6%
Food & Staples | N S.0%
consumer Services || GGG 7.1%
Materials || | 6.7%
Transportation || N 4.9%
Financial Services || N TIIEGI:G 4.4%
Real Estate [N 3.6%
Software Services || 3.1%
utilities | I 3.1%
capital Goods | 2.7%
Retailing | N 2.7%
Media [l 1.3%
Insurance [l 1.3%

Source: Coveware Ransomware Marketplace

-[0m 2016, many gangs have Started [0 moved away
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AVERAGE RANSOM PAYMENT
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Source: Coveware Ransomware Marketplace
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Altnough ransomware groups are choosing ther
[argets, victims remain largely small/medium
DUSINBSSES. Wy?

Average vs Median size of companies targeted by ransomware
1,000

900
800
700
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400

300
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200

100

0

Q32018 Q42018 Q12019 Q22019 Q32019 Q42019 Q12020 Q22020 Q32020 Q42020 Q12021
TIME PERIOD

AVERAGE # OF EMPLOYEES emms \EDIAN # OF EMPLOYEES
Source: Coveware Ransomware Marketplace

m © 2021 KPMG Services Pte. Ltd. (Registration No: 200003956G), a Singapore incorporated company and a member firm of the KPMG global organization of independent 13
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.



(Nelr victims
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RaNsomware IS not Just used for extortion. It can

A1S0 De used Inwarfare (with a slignt chan




pananas and Maersk

o Terminal Terminal Cold Store
Farm Consolidation handling I I handling Inland and Ripening

and Storage I ‘Transport * ]

I
= T Vi S i J AN

S
Y

Packaging Inland l CHB* l CHB and
and Inspection Transport (if applicable) Fruit Inspection

Source: Maersk




n 201/ Maersk and many companies around the
WOrld Tound themselves part of the collateral
(lamage of @ cyber conilict




mpact {0 Maersk (10 days of pain §
estimated 300 milions dallars

IR




HEr0IC 1esponse and Incredipie feat from
\aersK

While dealing with the issue for 10 days

Maersk maintained transparency and worked closely with partners
and customers

Maersk rebuilt in 10 days

4000 servers
45,000 PCs

2,500 applications

m © 2021 KPMG Services Pte. Ltd. (Registration No: 200003956G), a Singapore incorporated company and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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Rellance on digitalisation o automation

ey

& )X Operation
) Raleigh

-

2 SVAN: The world’s first e
g €)M ‘ FinFerries

= remote and autonomous ferry

Autonomous
Navigation System

Rolls-Royce Autonomous
Navigation System (ANS)

Rolls-Royce Intelligent
Awareness solution (I1A)

Key
Intelligent Awareness
sensors (1A)

Autonomous Navigation
System (ANS)
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C' @& statista.com/statistics/270084/pirate-attacks-on-ships-by-ship-type/

Transportation & Logistics » Water Transport

Number of pirate attacks on ships worldwide in 2021, by ship type

*

Bulk carrier
A

Product tanker
&

Container ship
<

General cargo
99

Chemical tanker
S

Tanker

Offshore supply ship

Fishing vessel

Refrigerated cargo

0 5 10 15 20 25 30 35 40 45 50 55
Number of ships attacked



[ hackers collanorated with prates, now
MIgNLILI00K IIke?

Pirates Hackers
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Update from version 001035 to version
0010517

JoB portapie storage

Internet

samsune

MPDS
ISDN
Fleet 77
Fleet Broadband

J Plugged USB into ship’s equipment (e.g.
h \& = @ updates to ECDIS, maps)

Iridium 9555 Fixed-mount Recovery

Disk

Comm Backup

$ A/B Switchbox
Bridge Printer L
— 5 >
(RN e &
Navigation

Comm Crew Mail Multi Function Printer
Digitrace GTmall server Rydex Kddi

NAS Storage

Cabin

—GEREED

@ Malware activated

Multi Function Printer

A

Multi Function Printer




Iles plant vs a commercial Ship

Critical infrastructure facili

KPMG

Not a lot of changes More changes to the people & environment
A A
\ f Passenger ships

© 2021 KPMG Services Pte. Ltd. (Registration No: 200003956G), a Singapore incorporated company and a member firm of the KPMG global organization of independent
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Phishing: Crew or passengers could be click on a
mallcious link or apen an attachment In an email

= M Gmail Q  searchmai - o8 =@
€« 0 0§ @ 0 ¢ b we : --
4 compose
= M Gmail Q  search mail - o u @ O e Mac, here's the PIN s acl
% Starred
. Likedin N2UPM O intesags) T &
¢« B O W @ 0 ¢ B ® : o - - @F Sovmi o
-+ compose > Ssent
B 0wt Linkedin i i
o Mac, here's the PIN i & ) L e [ SR Sccurity-noreply@linkedinn.com
* Starred » temp L]
© Ssnoozed . Liskedin NIPM (O minvtes ago)  Tr & G Maie o =Rl
> sent = ome >
B ot m B Newaeols We received a request to reset the password on your Linkedin
®  phishing exercise Mo Account.
» temp ' B Join ameeting When and where this happened
v More Hi Mac! amu 734620 e
Mot cosor - + January, 52021 10:00 AM (GMT)
o Newrieg We received a request to reset the password on your Linkedin Enter this code to complete e reset
B Join a meeting il Thanks for helping us keep your account secure DpSratiop Systaoy
The Linkedin Team Windows
Hangouts 734620
Qo - Browser:
* Enter this code to complete the reset Chrome
Mo rocent chats
Thanks for helping us keep your account secure i R approximately location:

The Linkedin Team < Warsaw, Poland

290\ e to change your password right away.
When and where this happened
No recont chats —
e e |8 ] oyt e ] i 4
January. § 2021 1000 AM (G o e w——
Operating System
200 Windaws Linked ) Join no

Welcome to your ( &%)
Credential professional
harvesting web  community

site ‘
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Miscon

MPDS
ISDN
Fleet 77
Fleet Broadband

Fixed-mount Recovery
Disk

Crew Mail Multi Function Printer
Rydex Kddi

Navigation
Digitrace GTmail server

Cabin
(_ Lan Point )

Ship's Office <
NS
.
—EEED 3
Crew's PC Multi Function Printer
Engine Room ﬂ
NS
-

ECRPC Multi Function Printer

ed company and a member firm of the KPMG global organization of independent
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ALTacking the software supply chain

Q

(« *)
Soft\_/var_e €.g. Scada Software Supplier
applications, patches

Company 1
Company 2
Company 3
Company 4

Company 5
Company 6
Company 7
Company 8
Company 9

Company 1000
Company 1001
Company 1002
Company 1003

\\t1 17

Company 1004

m © 2021 KPMG Services Pte. Ltd. (Registration No: 200003956G), a Singapore incorporated company and a member firm of the KPMG global organization of independent
nmember firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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@ slay Ndden @ Study the Internal processes




© adther Intellgence from Als and Shipping companies
onshore System. ldentify location and cargo on Ship.
Valuate and selectively target ships/cargo

C @ marinetraffic.com/en/ais/home/centerx:104.6/centery:2.2/zoom:7

¢«
j? Live Map Explore v Community v  Pricing v

N02°41'13.21
E103°45'45.74
(02.6870, 103.7627)

" R

Leaflet | © Mapbox © OpenStreetMap




LArgo manitest and DillS o lading tells someone

what cargo IS 0npoa

CARGO MANIFEST

i
Cutoens Chacks Cargo WY,

Salalah Port
Manif
far mI::dl:urn N e —

Discharges
Apparels

Discharges
Generators
X 1000

CUSTOMER A

Source marineinsight.com

Doha Port

CARGO MANIFEST

Ship Name; MV o

Shipping Company: Ocean shipping
Bill of Lading number: 12345
Consignees - <, yyy, 222

Route - Middle east

Carge Carred:
» Generatos -1000 Nes 1o Djibout
* Apparel - 40 Box frem Karachi
+ Apparek - 30 Bax 1o Salalak
_* Spices - 200 Box from Doha

Karachi Port

Loads
Apparals
40 box

Loads 1000
Generators

'
COMPANY B

m © 2021 KPMG Services Pte. Ltd. (Registration No: 200003956G), a Singapore incorporated company and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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lake control of the tgrgeted snip

(%)

OrderPrinter., BRIDGE- VUK.

MPDS
ISDN
Fleet 77
Fleet Broadband h o \
= Iridium 9555 Fixed-mount Recovery
Disk
Terminal
Comm Backup
A/B Switchbox
S —————t———
o DaalCane ENGINE-ROOM.
=
Navigation Comm Crew Mail Multi Function Printer
Digitrace GTmail server Rydex Kddi
NAS Storage

Chief Engineer

Ship's Office

D <

3 g
Ship's Office Crew's PC Multi Function Printer

Engine Room
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rlectronic Chart Display & Information
System (ECDIS

ECDIS anly  1:152 000

Electronic

navigation charts n— )
(ENC)

— Voyage Data
Recorder (VDR)

Automatic e o ) 4. Y i -_d - )  Autopilot
Identification  ne——) R - Sl e E- T s |
System (AIS) gy oA '

=
3 "
TN A
”
y e

Hobes
08 Apr 2010 13:13
Local (UTC +09:00)

(R gl p- > _, . . oo p— Navigation
External GPS ) | 0 L Y 7. i y -

Antenna

e ]
TT DEP < A|Sw

- [rros s decisions
TVECTIG)
Predic

; 7 or 15::
; ol . ; i " |PASTPOSN OFF
, T . = % ’ ; i CPA 10 N 30 min
1 JIE g SANEAY [ Py e B ! 4 [CPAAUTO mct. ALL|
Gyro Compass msm) | - 5 5 S o

Loat TGT slarm ALL
SINGLE i ot

3 ; £ . ot Do I.* | At
i T v e Sesell
Source: Furuno

KPMG
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® [amper with data that might influence navigation
JeciSions. steer the Ship away from law
EHTO‘fCBmBHT and to somewnere | can board
odolly

* Voyage Data
Electronic Recorder (VDR)
navigation charts n—)
(ENC)
Automatic * Autopilot
Identification  ——)

System (AIS)

GPS data *

Gyro Compass —

Navigation
1513 MM 327.0° . s
[T 0w . ase| decisions
TVECTIG) 12min
Predictor OFF

 |Lost TGT slarm ALL
T |SNGLE s e

T SN AR
= = Sourte FUring.—

m’MIM|m
- | centee Sorell
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® Find the cargo in the east time (Stow
Nosition) and extract the cargo

BAY 13
12 10 0% 05 04 02 0 03 05 07 09 11
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x| 1| 1 | ]
ol W ol Bl W o Wl W
ol I ol Wl B Wl W
a1 | 1 e | ] s
RIDIDIDDD

A
12 10 08 06 04 02 M 03 05 0OF 08 11 A
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summary

* Increased reliance on digitalization and automation

« Cyber capabilities can greatly enhance the “performance” of
criminals

» Cyber attack can affect not just IT systems but also physical
things/processes

* Need to strengthen maritime sector’s resilience against cyber
attacks



